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Haqqimda:

Soboks tshlUkasizliyi va sistem administrasiyasi sahasinds praktiki biliklsrsa malik
kibertahlUkasizlik mutaxassisiyam. NGFW, EDR, DLP, PAM, Linux va Windows sistemlsri
uzra praktiki layihsler icra edirom. Etik hakerlik va infrastrukturlarin maudafiasi
istigamatinds real mdahitlsrds qarsiya ¢ixan problemlarin hallinda aktiv rol almagi
hadaflayiram.

Bacaniqlar:

Soboka & Tahliikasizlik: Firewall (NGFW), IDS/IPS, EDR/XDR, DLP, PAM
Sistemlar: Linux, Windows

Virtualizasiya vo Konteynerlasdirma: Virtualization, Docker, Podman

Praktiki tacriiba / Layihalor :

PAM: LDAP+AD, sessiya record, 2FA, least privilege

Active Directory: OU/Group/GPO (LLMNR, PtH, Kerberoasting), LAPS

Google Enterprise: Domain, mail+2FA, SPF/DKIM/DMARC

Cloudflare+Web: DVWA/Juice Shop, HTTPS, Reverse Proxy

Reverse Proxy (ModSecurity): Nginx+ModSecurity, WAF + Webserver inteqgrasiyasi,
UFW/IPTables (yalniz HTTPS)

Wazuh (XDR): FIM + VirusTotal + Active Response (Downloads, avtomatik karantin), SSH
Brute Force IP blok, namalum USB blok

Sertifikatlar:

Red Hat System Administration I (RH124 - RHA) - Ver. 10  03.12.2025
Red Hat System Administration II (RH134 - RHA) - Ver. 10  06.12.2025

Tohsil:

UNEC - Beynolxalq Igtisadi Miinasibatlar, bakalavr 2008 - 2012
Code Academy - Cyber Security 09.2025 - 03.2026
Dil biliklorim:

Azarbaycan — Ana dili ingilis dili — A2 Rus dili - C2


http://www.linkedin.com/in/allahveran-sadiqov-125365395
https://www.credly.com/badges/725760ad-0673-4989-a556-3447f74826f1/public_url
https://www.credly.com/badges/74f418e7-8bed-4175-9182-b8811aa17b87/public_url

	Page 1

